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Key Points:

1. While much of the public discussion is tinged with a sense of immediacy, the full potential, or promise, of 5G
will not be realized in the short term. It is important to recognize that the next-generation of telecommunica-
tions — its architectures and applications — is still nascent and actively evolving.

2. bG networks are a necessary but not a sufficient condition for the future many 5G proponents readily prom-
ise. That promise depends on an ecosystem of technologies including artificial intelligence, cloud computing,
and robotics.

3. If we wish to see a diverse, innovative, and secure 5G ecosystem, the U.S. needs to widen its policy aperture
and give the broader set of concerns the same political weight and voice given to Huawei and ZTE. Develop-
ing a more robust and comprehensive assessment of the U.S!s 5G risk profile, one that is not predominantly
focused on China and untrusted vendors, will help to set policy priorities and identify gaps in the current U.S.
approach to national security concerns.

4. Current U.S. lines of effort remain deeply siloed and underdeveloped. At both the national and international
level, shared concern needs be replaced by sustained and comprehensive policy action.
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1. Introduction

When you inquire into the current United States (U.S.) national security landscape for the fifth generation (5G) of
cellular networks, a common story frequently emerges:

5G will power the fourth industrial revolution. Therefore, as a matter of national security, we cannot allow
untrusted vendors (often used as a proxy for Chinese companies like Huawei and ZTE) to dominate or play
a significant role within this critical infrastructure. And yet, concerningly, the U.S. is currently engaged in
a ‘race with China’ over the development and deployment of 5G: a ‘race’ we are at risk of losing.

Sound familiar? Although most often presented as one cohesive 5G story by policy makers, industry leaders, and
researchers alike, imbedded within this story are actually three related but distinct lines of argument about the prom-
ise and peril of 5G.

1. 5G will power the fourth industrial revolution. In short, it will form the backbone of the new digital econ-
omy and drive economic growth over the first half of the twenty-first century.

2. Therefore, as a matter of national security, we cannot allow untrusted vendors to dominate or play a
central role within this critical infrastructure. In other words, who builds, deploys, and maintains the 5G
ecosystem will have unique opportunities for espionage through and disruption of this infrastructure and will,
therefore, have a direct and negative impact on our national security going forward.

3. And yet, concerningly, the U.S. is currently engaged in a ‘race’ with China over the development and
deployment of 5G: a ‘race’ we are at risk of losing. Put another way, if we want to benefit from 5G without
significantly compromising our national security, our companies need to win, now and in the future (though
the concept of winning and the specifics of the race itself remain poorly defined).

The distinctions between and the character of each of these lines of argument matter for policy. The first presents an
argument about the promise of 5G; the second identifies an important peril associated with the specific development,
deployment, and maintenance of 5G at home and abroad; and the third offers an assessment of the current state of
play (framed as a race we are at risk of losing).

Rather than take each of these popular lines of argument as fact, we must instead take seriously the questions each
of these statements implicitly seek to answer: (1) what benefits does 5G promise and (i.e. why the hype), (2) what
types of national security concerns arise (i.e. why worry), and (3) where does the U.S. stand in terms of addressing
those concerns while pursuing the promise (i.e. how far along is development and deployment in the U.S. and what
steps has the U.S. taken so far to address the corresponding security concerns). Importantly, this approach illustrates
how the common American refrain oversimplifies the issues at stake and, in so doing, overlooks core sets of national
economic and security concerns and their corresponding policy options.

By breaking the American 5G story down into these constituent parts, four important, yet frequently underexamined,
realities emerge.



First, 5G may power a fourth industrial revolution, but it will not and cannot do so alone. Companion technologies
such as artificial intelligence (Al), cloud computing, robotics, and the further evolution of the Internet of Things (loT)
are equally as important for this transformation. As are questions of policy, such as the regulatory environments in
which these technologies find themselves. In short, 5G networks are a necessary but not a sufficient condition for
the future many 5G proponents readily promise.

Second, while it is true that 5G is already being deployed within the U.S., this statement can be misleading. We have
not yet realized the full potential of 5G, nor are we likely to do so in the short term. Why? There remain significant
unknowns about 5G in practice. We are currently in the process of developing and deploying core foundations and
these foundations vary across vendors and locations. We are further off still from witnessing the emergence of the
range of applications or use-cases 5G promises to make possible: such as the explosion of connected devices that
would enable remote surgeries and fleets of driverless cars. Moreover, just as 4G led to the previously unimagined
"app economy,” 5G will lead to applications not yet understood.

Third, the U.S's 5G security focus has heavily leaned toward national security concerns that stem from "untrusted
vendors' in our networks at home and abroad, a term that has widely become shorthand for two Chinese companies in
particular: Huawei and ZTE. To the U.S!s detriment, this focus has not been accompanied by and has, in fact, drowned
out the importance of a broader risk management strategy. Untrusted vendors represent a significant national secu-
rity concern. But, equally important are the concerns for American security that extend beyond China’s role in the
development and deployment of 5G technology.

Fourth, the pressing policy question is not, ‘are trusted vendors better than untrusted vendors?’. They are. Instead,
the relevant question is two-fold: what are the range of national security concerns associated with 5G (of which
untrusted vendors is only one concern) and what steps can the U.S. take, alone or cooperatively with other states, to
mitigate this broader category of risk (of which banning untrusted vendors is only one option)? Ultimately, given the
breadth and character of national security concerns that should inform the development of specific policy solutions
in 5G, no single policy initiative will be adequate. In complex ecosystems, there are no geostrategic silver bullets. The
5G problem the U.S. faces will require a cohesive and multifaceted set of coordinated responses.

With these four takeaways in mind, this policy brief proceeds in four parts. First, | examine the promise of 5G, includ-
ing its potential benefits and how it differs from cellular networks of today. Second, | examine the current state of 5G
in the U.S., which includes infrastructure deployment, spectrum allocation, and use-cases. Third, | examine the peril of
5@, including the national security risks stemming from both untrusted vendors and the risks intrinsic to 5G networks
regardless of specific vendors. Fourth, | conclude with an overview of three current strains of U.S. 5G security efforts
before summarizing the main policy takeaways.

2. The Promise of 5G: Why the Hype?

5G, the "fifth generation” of mobile network technology, represents an important evolution and, in some respects, trans-
formation of telecommunications networks and, as a consequence, will serve as an important foundation upon which
industries compete and generate value, people communicate and interact, and militaries pursue security for their citizenry.



To illustrate the promise of 5G for the U.S., this section serves three purposes. First, it explains how 5G differs from
prior telecommunications networks; second, it lays out the anatomy of a 5G network; and third, it illustrates how 5G
is best understood as part of a broader technology ecosystem.

2.1. The Transformation of Telecommunications Networks

What is the benefit of developing and deploying 5G networks? In the most basic sense, 5G brings with it significant
increases to bandwidth and the number of connections while decreasing latency. These changes are not trivial. The
U.S. Cybersecurity and Infrastructure Security Agency (CISA) estimates that 5G will support 100x faster download
speeds, a 10x decrease in latency, and 100x the network capacity in comparison to existing 4G LTE networks." In
plain English, 5G means faster connections and larger capacity.

Yet, the promise of 5G lies not in what it is, but in what it enables. More specifically, and heading into some jargon
heavy territory, there are three core functions of 5G that set it apart from the networks of today.

First, 5G facilitates Enhanced Mobile Broadband (EMBB), which represents a marked improvement to the speed of
existing mobile networks through significant increases in bandwidth. Fundamentally, however, EMBB is best under
stood as an improvement in functionality and not a transformation that enables novel use-cases in the future. For
example, this shift will enable faster streaming of digital content, but it will not radically transform the types of digital
content users are interacting with on their devices. Moreover, for most current use-cases, there is limited benefit to
dramatically higher speeds.?Yet, EMBB will also be the first benefit users experience as 5G networks are deployed.
Why? Unlike the subsequent two functionalities of 5G networks, it does not require similarly substantial investments
in new telecommunications infrastructure.

Second, Ultra-Reliable Low-Latency Communications (URLLC) allows for near real-time interconnectivity (signifi-
cantly reducing the lag between requesting and receiving information to seemingly instantaneous connections). This
second functionality sets 5G networks fundamentally apart from today's mobile networks. Supported by the possi-
bility of edge computing, which reduces latency by bringing compute capabilities closer to the end-user within the
network,? URLLC is essential for many of the novel use-cases 5G promises. These include “full car automation, factory
automation, and remote-controlled surgery where reliability and responsiveness are mandatory.”®

Third, the increased network capacity of 5G networks will enable Massive Machine Type Communications (MMTC).
5G’'s MMTC lies at the heart of realizing the full potential of the Internet of Things (loT) and, like URLLC, it is essential
for many of the novel use-cases 5G promises. Driverless cars, automation and roboticization of factories and agricul-
ture, remote-controlled surgeries, and commercial and military drone-swarms all rely on the ability to bring billions
of end-user devices and sensors, which communicate amongst themselves and other parts of the network, online.

2.2. The Anatomy of a Telecommunications Network

If the aforementioned three core functions are what will set 5G functionally apart from the networks of today, what
does a 5G network actually look like in practice?

a merging the “core” and the “periphery.”



While it is important to note that 5G networks are deployed by operators and taken together these different networks
comprise a broader 5G ecosystem, there are three commonly understood components of telecommunication
networks in general and 5G networks in particular: (1) end-user devices, (2) the radio access network (RAN - some-
times referred to as the periphery), and (3) the core network.

In its simplest form,

1. end-user devices connect through

2. specialized antennas to modems in base stations (the RAN converts radio signals from end-userdevices
through cells mounted on cell towers into data traversing terrestrial network cables and satellites) to other
cell towers or to

3. the core network infrastructure (and vice versa). The core authenticates services, connects different parts of
the access network, and routes data between end-user-devices and other components of the network.*

Notably, the specific deployments and configurations of 5G networks will impact all three components and their
relationship to each other. For example, the New Radio (NR) standard for 5G can adapt to a wider range of use-cases
than prior 4G LTE networks supported. This allows the number and type of connected devices to multiply to include
not just mobile devices but vehicles, industrial robots, military drones, and virtual/augmented reality (VAR) devices.
Other changes include the RAN transitioning to cloud-based radio processing; the RAN incorporating smaller cells
atop a greater number of cell towers connected to each other and the core via satellite or fiber; and edge-based
computing in telecommunications networks, which challenges the functional distinctions between the core and the
periphery of the network.

2.3. Placing 5G within the Broader Technology Ecosystem

Taken together— EMBB, URLLC, and MMTC —represents an important transformation of telecommunications networks
and represents a key enabler for a fourth industrial revolution//ndustrie 4.0 (i.e. the digitization of manufacturing and
other production processes) as well as how states will pursue security for their citizenry in the future (i.e. the utility of 5G
networks for national security purposes at the operational and tactical levels such as drones and command and control).

INDUSTRY 4.0
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Notably, however, the use-cases 5G enables also rely on companion technologies such as cloud computing, machine
learning (specific purpose Al), and robotics. The promise of 5G rests at the intersection of a series of technological
advances and innovations, of which 5G forms a critical infrastructure backbone. Put another way, the wider promise
of this ecosystem rests not just on the connectivity that 5G brings, but on the promise of intelligent connectivity,
tools, and systems more broadly.®

Take Al, as just one example. As connected end-user devices proliferate and the functionality of the core and RAN
become increasingly software-defined and customizable, Al will be an essential tool through which to manage that
increasing complexity across the network. Al, however, will also benefit from the vast amounts of data (big data)
that 5G networks create. Recall, data is one of the three foundations underpinning Al development and deployment
alongside computational power and algorithms.

Al is not the only companion technology that will aid and benefit from 5G deployment. As Pat Gelsinger, the CEO
of VMware, succinctly summarized, “[clloud enables mobile connectivity; mobile connectivity creates more data;
more data makes artificial intelligence better; Al enables more edge use-cases; and more edge needs more cloud
for storage and compute.’®

In conclusion, to realize the full promise — or hype — of 5G networks, each component of this broader ecosystem is
necessary. Yet, this next-generation of telecommunications — its architectures and applications — is still nascent and
actively evolving. 5G folds increasing virtualization, cloud computing, edge computing, machine learning, network
slicing, and automation into not just a network that can support the Internet of Things, but a network that can support
the Internet of Systems. This requires technical innovative solutions across the telecommunications stack - the Radio
Access network, the core network, and end-user devices — but also innovative applications that are as of yet unknown.
The promise of 5G will largely depend on how these systems are developed and deployed in practice, and not on
what they could accomplish in theory.

3. The Current Status of 5G in the U.S.: Are We There Yet?

Given much of the recent coverage surrounding the buildout of 5G networks in the U.S. and around the world, it
would be easy to assume that 5G is now fairly commonplace and widely used today. What is missing from this cover-
age, however, is a discussion about what counts as a 5G network. Notably, 5G remains a work in progress, both in
terms of its development and in its deployments over time by various operators. Moreover, the novel use-cases 5G
promises have not yet been realized while what may be the most novel of these use-cases remain largely unknown.

3.1. What Counts as 5G?

There are two different forms of 5G deployment: brownfield and greenfield. Brownfield deployments (also known
as non-stand-alone (NSA (and no, not that NSA) networks) are built on top of existing networks. For incumbents in
the market, brownfield deployments leverage prior investments and sunk costs as they transition to 5G. For most
brownfield deployments in the U.S. and around the world, operators have focused their attention first on the RAN
(primarily on radios, such as transitioning to the New Radio (NR) standard), while continuing to rely on the existing



4G LTE core.” This form of deployment is aided by technical standards, especially the widely implemented version
of the Third Generation Partnership Project (3GPP)® standards known as Release 15 (R15).8 R15 enabled brownfield
deployments by focusing on interoperability between the new radio specifications for 5G and previous-generation
networks.® In contrast to brownfield, greenfield deployments (also known as stand-alone (SA) networks) feature both
a 5G RAN and a 5G core.™® Here, standards remain in-progress. In fact, the awaited 2020 of Release 17 (R17) was
delayed due to the realities of covid-19.™

So far, brownfield deployment has dominated rollout of 5G in the U.S. (i.e. operators have generally augmented exist-
ing infrastructure).” They have updated their radio interfaces but not, for example, broadly deployed or transitioned
to cloud-based radio processing; small cell deployment, which places radios closer to end-users; or massive multi-
ple-input multiple-out-put (MIMO), which would significantly increase the number of antennas at base stations and
terminals.™ In addition, these deployments have largely been centered on dense, urban areas while many rural carri-
ers remain on legacies systems a generation behind 4G LTE (3G).™

However, not all operators are pursuing brownfield deployments. Dish - a relative newcomer to telecommunications
unlike AT&T, T-Mobile, and Verizon - does not have an existing brownfield infrastructure from which to readily build.
Instead, looking to replicate the early successes of Japan’'s Rakuten, Dish is investing in the development and then
subsequent deployment of a SA (greenfield) network without relying on legacies systems to distribute the costs
associated with the deployment of 5G.™

Functionally, why does the distinction between greenfield and brownfield matter? In the long-term, it will matter
very little. In the short term, however, brownfield deployments have limited additional utility for end-users. While the
brownfield deployments seen in the U.S. allow users to experience faster speeds (EMBB) promised by 5G, these
deployments do not deliver on the full promise of 5G networks (URLLC and MMTC). Put another way, in order for the
full potential of 5G to be unleashed, the current state of deployments will not be enough. A reality further cemented
by the fact that few end-users across the U.S. currently have 5G-enabled devices.™

The availability of spectrum represents another potential constraint on the character and pace of deployment. Nota-
bly, while the Federal Communications Commission (FCC) has made significant gains in releasing mm\Wave spec-
trum, it has struggled to do the same for mid-band spectrum. Yet, it is “mid-band spectrum that offers the sweet spot
between propagation and capacity” and, therefore, remains essential for the 5G future that proponents readily laud."
While the FCC is currently moving forward with efforts to free up this spectrum, considerable challenges remain
while demand only increases.

Encouragingly, evidence does point to the necessary transition toward fully 5G networks. According to a 2020 survey
by 5G technology provider Enea, one third of global mobile operators plan to deploy such networks within two years.'®
While promising, it is also the case that the full concepts and designs for the architectures (from the end-user devices
to the core network) as well as the applications necessary to unleash the full potential and promise of 5G are still
developing and are very much in a state of flux. As Doug Brake, the Director of Broadband and Spectrum Policy at
the Information Technology and Innovation Foundation (ITIF), argued: it is important to remember that “5G is not a

b The 3GPP consortium is the de facto leader in mobile network standards.



monolith. [...] different versions of it will be deployed in different areas over time."™® Notably, even within the U.S,,
some current deployments of 5G are not much faster than the 4G LTE networks they are slowly replacing, while
others are, in fact, slower.?°

3.2. The Universe of Use-Cases

Just as the infrastructure and end-user devices remain a work in progress, we are also not currently living in the
commonly heralded 5G future in terms of use-cases.

A series of familiar use-cases frequently accompany most 5G conversations: e.g. driverless cars, smart manufac-
turing, smart cities, and remote surgeries. Yet, these promised use-cases remain under development and currently
lack widespread adoption. Moreover, fully automated, fleets of driverless cars and remote surgeries in our hospitals
depend as much on the regulatory and policy ecosystem they find themselves in as they do on technological maturity.

50
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Additionally, many of the use-cases that will emerge from this fifth generation of mobile networks remain unknown.
Take, for example, one portion of the “app economy”: ride-share applications such as Lyft and Uber. They were enabled
by advances in three areas of technology: smartphones, navigation systems (GPS), and telecommunications (4G
LTE). Together, these three areas gave rise to the necessary conditions for a business model based around providing
personal transportation options for users on the move. 4G alone did not give rise to the “app economy.” An ecosys-
tem, of which 4G was part, did. Similarly, many of the most impactful and innovative use-cases to emerge out of 5G
have not yet been conceived of. In other word, these novel use-cases have not made it into the present 5G ‘hype’.



3.3. AWork in Progress

In the long term, the promise of 5G is significant and may, in fact, be underhyped though often poorly understood. In
the short term, however, that promise has been the victim of far too much hype. While much of the public discussion
is tinged with a sense of immediacy, the full potential of 5G has not been realized nor will it be realized within the next
few years.?" Moreover, the promise of 5G will largely depend on how these systems are developed and deployed in
practice, and not on what they could accomplish in theory. It is important to recognize that the next-generation of
telecommunications — its architectures and applications — is still nascent and actively evolving.

4. The Peril of 5G: Why Worry?

5G promises to serve as the principal foundation upon which modern societies — their economies and their militaries
alike — will rest. As a consequence, it is potentially one of the most important networks of the 21st century. 5G is the
very definition of critical infrastructure, but also a potentially catastrophic single point of failure and a one-stop shop
for intelligence gathering.??

In this section, | answer two related but distinct questions. First, why should the U.S. worry about the security of tele-
communications networks? Second, what are the national security risks associated with 5G networks in particular?

4.1.5G is Critical Infrastructure

Why should the U.S. care about the reliability and security of 5G networks? The strategic importance of communica-
tions networks, including prior generations and the 5th generation of cellular technology, have been officially recog-
nized at the federal level for nearing on a decade. Established as critical by Presidential Policy Directive 21 in 2013,
communications are one of sixteen critical infrastructure sectors in the U.S.2* As such, it has been deemed essential to
the effective functioning of society. More specifically, its “assets, systems, and networks” are so critical to the daily
functioning of the U.S. that “their incapacitation or destruction would have a debilitating effect on security, national
economic security, national public health or safety, or any combination thereof.”?®

This criticality stems from the reality that communications serve an “enabling function” across all critical infrastructure
sectors. According to CISA, communications networks underpin “the operations of all businesses, public safety orga-
nizations, and government”?® through a “diverse, competitive, and interconnected industry using terrestrial, satellite,
and wireless transmission systems."?’

Notably, 5G only increases the scale and character of that “enabling function.” Given the transformative functions of
5G networks and the use-cases these functions will enable, telecommunications will become even more foundational
to the daily operations of government, companies, and society. A similar, though not identical, “enabling function”
can be found in other critical infrastructure such as the energy sector, upon which the daily functioning of all other
sectors heavily depend. As Federal Communications Commission (FCC) Chairman Ajit Pai summarized in 2019, “[w]
hen 5G is embedded in almost every aspect of our society and economy, from businesses to homes, hospitals to
transportation networks, manufacturing to the electrical grid, that means securing our networks will become much
more important, and much more difficult.”?®



Threats to critical infrastructure in general, and communications in particular, are not merely theoretical. From the
vantage of national security, these sectors can fall victim to two broad categories of malicious operations: espionage
operations and disruptive or destructive operations. Espionage operations focus on the gathering of intelligence but not
the interruption or destruction of infrastructure. In other words, these types of operations undermine the confidentiality
of data within systems but not the integrity or availability of those systems. Espionage operations have long targeted
communications networks as a treasure trove of information.?® Looking to 5G in particular, big data found traversing
these networks represents an appealing opportunity for intelligence gathering and intellectual property (IP) theft.

In contrast, disruptive operations seek to undermine the integrity and availability by either temporarily incapacitating
systems or destroying them altogether. Disruptions of 5G networks have the potential not only to cripple a hospital’s
traditional communications systems, but also terminate or introduce potentially deadly lag times into a remote-ac-
cess surgery in the middle of an operation. Factory floors, leveraging a myriad of connected devices and sensors for
manufacturing, could grind to a halt and their corresponding safety-critical systems (e.g. safety instrumented systems
(SIS)) could be manipulated into unsafe states. In a world of fully automated cars, sudden increases in latency can
lead to physical crashes. Ultimately, given the importance of reliability, speed, low latency, and 10T for 5G use-cases,
small disruptions in 5G networks could have outsized impacts on the cyberphysical systems they support.

In conclusion, while communications have served a critical “enabling function” within the U.S. historically, 5G amplifies
both the scale and character of these dependencies further cementing its place as a potentially catastrophic “single
point of failure” for critical functions more broadly. The explosion of data these networks facilitate and transport, will
also make 5G a prime intelligence gathering target.

4.2. National Security Concerns with 5G Networks

The confidentiality, integrity, and reliability of data (at-rest, in-motion, and in-use) across 5G networks as well as the
networks' resilience as a whole are clearly pressing national security concerns. However, how might malicious actors
carry out espionage and disruptive or destructive operations against 5G networks in practice? Put another way: what
are the specific security concerns associated with the development, deployment, and maintenance of these networks?

As | have previously discussed in detail in a Wilson Center policy brief,?° there are two broad categories of security
concerns surrounding the development, deployment, and maintenance of 5G: (1) those shaped by the specific actors
developing, deploying, and maintaining 5G in practice and (2) those that are points of concern with 5G networks
regardless of the specific actors involved in these networks.

4.2.1. Specific Actors: The Risks Associated with Untrusted Vendors

Security concerns associated with 5G can be amplified depending on who is developing and operating the technol-
ogy in question. Why? Because these vendors have greater access to and inside knowledge of their portions of the
ecosystem. To illustrate the potential impact of untrusted vendors within our 5G networks, many of us frequently
liken this problem to an untrustworthy company being tasked to build your house. They may retain a copy of the key,
but even if they do not, the company is intimately familiar with the layout and security of your home and can use that
knowledge to more effectively and efficiently gain access. Ultimately, the ‘who’ of it all, takes on greater significance



given China’s domestic political environment and its place as a rising, geopolitical competitor to the U.S. and other
like-minded states.

Notably, this first category of risk has also dominated discussions of U.S. national security imperatives around 5G
networks. If you were to read recent coverage and policy initiatives surrounding security and the fifth generation of
cellular networks, you would logically assume that national security concerns are primarily limited to China in general
and Huawei and ZTE in particular. While this is not the case, there are real security concerns associated with untrusted
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Why is the U.S. so deeply concerned about the presence of untrusted vendors, specifically Chinese vendors, within

vendors within or as the primary vendors of critical systems.
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our 5G networks? Recall, the three components of telecommunication networks: (1) end-user devices, (2) the radio
access network (RAN), and (3) the core network. Today, there are a handful of vendors that can offer an integrated
end-to-end network at scale, from user devices to the core. Of that handful, two are Nordic (Sweden'’s Ericsson and
Finland’s Nokia) and one is Chinese (Huawei). None are American.

Though concerning, this reality should not be interpreted as a lack of U.S. leadership in 5G. In fact, U.S. vendors
are among the market leaders in end-user devices (Cisco, Qualcomm, and Apple) and the core network (Cisco and
Juniper). In addition, U.S. companies dominate the market for chips, an area where Chinese companies are currently
absent (Broadcomm, Texas Instruments, Analogue Devices, Qualcomm, Intel, and Cavium).®’

Yet, when it comes to the RAN, the U.S. does not have an equipment vendor that can manufacture radios at the scale
necessary to meet the needs of the U.S. market.*2There are radio manufacturers in the U.S. (e.g. Mavenir, JMA, Blue
Danube, and Parallel Wireless) but, so far, the capacity for “low-cost US-managed volume manufacture” of radios has
been missing.*® Significantly, this is not a problem for the U.S. alone. The RAN is, in fact, the least vendordiverse part
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of the network. It is also considered to be the most expensive: “60-65% of total cost of ownership® of a network is
in the RAN."3*

In short, it is not accurate to claim that the U.S. is not a leader in 5G, or that U.S. vendors do not hold dominate market
positions across most of the 5G stack. It is accurate to point out, however, that the U.S. does not have a viable end-to-
end provider or even a set of providers that together cover the network end-to-end.

Historically, end-to-end providers made up a significant portion of U.S. deployments and dominated the early stages
of 5G deployment. As a consequence, incumbent vendors already have a presence in today’s mobile networks, a
presence that has the potential to persist in emerging brownfield 5G deployments unless components are ripped-and-
replaced. Even if the U.S. were able to disaggregate the stack today, leveraging the diversity of U.S. manufacturing
expertise and capacity for end-user devices and the core, the RAN would remain a vendor chokepoint.

As a consequence, Huawei as an end-to-end provider and ZTE as a market leader in RAN equipment and the core
network appeared poised to play a leading role in the development and deployment of 5G infrastructure within the
U.S. but also abroad. A role that raised national security concerns given the criticality of these networks.

4.2.2. More Broadly: Security Challenges for 5G Networks

Even before China enters the conversation, however, here are numerous cybersecurity challenges baked into 5G. Keep-
ing to the house analogy, malicious actors do not require a key if your home was designed without security in mind (just
open door, it isn't locked) or security has been poorly tacked on later (the lock is poorly fitted to the doorframe, so just
jiggle the door to compromise the lock and then walk on in). With or without untrusted vendors such as Huawei and ZTE,
national security concerns - the confidentiality of data and the reliability and integrity of 5G networks — must be addressed.

These include:

1. the challenge of telecommmunication infrastructure protection given trends toward increasing cyberphysical
systems and the potential for a single point of failure given the expansive “enabling function” 5G will play for
other critical infrastructure;

2. the inherited cybersecurity concerns related to prior generations of mobile networks such as 4G LTE, which
underpin current brownfield deployment in the U.S.;

3. the amplification of cybersecurity concerns as 5G networks transition core functions even further away from
hardware to software as well as the introduction of additional software (Al) to manage the growing complex-
ity of these networks;

4. increased network speed, which allows malicious activity to move or proliferate through a network more rapidly;

5. the explosion of loT devices, which are notorious for poor security and also radically expand the attack surface
of telecommunications networks;

¢ Note: this figure captures the total cost of ownership, which includes building, operating, and maintaining the RAN over time. Total cost of
ownership of a network is not synonymous with equipment costs, though equipment costs are included in the broader assessment.
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6. fewer hardware chokepoints where cyber hygiene could be traditionally practiced, given that 5G architecture
moves away from a hub-and-spoke design toward distributed, software-defined digital routing; and

7. supply chain security risks as development, deployment, operation, and maintenance of network infrastruc-
ture, services, and devices all introduce new potential sources of vulnerabilities and opportunities for malicious
activity, intentionally or otherwise.

While there are important network defense opportunities that begin to address each of these concerns (such as
end-to-end encryption, network segmentation, security standards for 0T devices, and zero-trust architectures), this
second category of national security risk has been largely overlooked within national rhetoric and subsequent policy
initiatives in favor of the former.

5. The Current U.S. Approach to Security: What is Missing?

To the detriment of broader infrastructure security priorities and initiatives, the dominant focus of recent American
rhetoric and policy has been on addressing the problems associated with untrusted vendors within 5G networks at
home and abroad. The thrust of the strategy overall is perhaps best described as ‘just say no’ to Huawei and ZTE.3®

What steps has the U.S. taken so far to mitigate these risks in the development and deployment of 5G networks?
To achieve this goal at home, the U.S. has been deploying a three-pronged approach featuring warnings and formal
restrictions, financial incentives, and discussions of technology standards to muscle Chinese telecommunications
vendors out of the U.S. 5G ecosystem.

Are those steps adequate? No, for two reasons. First, these efforts have been largely China-centric to the detriment
of developing a broader security strategy for 5G networks. Second, a cohesive and uniform national 5G strategy has
remained largely elusive. As Jessica Rosenworcel, an FCC Commissioner, noted: “[w]e have yet to coordinate our
5@ strategy across the government.”3¢ A concern echoed by a bipartisan group of eight U.S. Senators in a letter to
Robert O’ Brien, the Assistant to the President for National Security Affairs, when they warned that "[iln our view,
the current national level approach to 5G is comprised of a dispersed coalition of common concern, rather than a
coordinated, interagency activity."*’

5.1. Warnings and Formal Restrictions

The first and longest standing strain of U.S. policy consists of formal warnings about the risks associated with relying
on Chinese vendors and the implementation of formal restrictions. These efforts include government statements,
documents, and hearings (a brief sample of which is presented here).

While tensions between the U.S. and Chinese companies significantly heated up in the past two years, the U.S.
government blocked Huawei from building out specific wireless networks citing national security concerns as early
as 2011.9%8 By 2016, the heads of the FBI, CIA, and NSA all warned against using Chinese vendors (specifically Huawei

d In this particular instance, Huawei had bid to build a national U.S. wireless network for emergency services.
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and ZTE)*® and the U.S. Department of Commerce had placed ZTE on the Entity List, which limits exports, re-exports,
or transfers to specific persons or companies.*® By May of 2019, the U.S. Department of Commerce had placed
Huawei on the Entity List as well." In that same year, President Trump had issued an Executive Order on Securing the
Information and Communications Technology and Services Supply Chain, which specifically addressed “information
and communications technology or services designed, developed, manufactured, or supplied, by persons owned by,
controlled by, or subject to the jurisdiction or direction of a foreign adversary.”#? This Executive Order was followed
by a second in 2020 extending the ban until 2021.% Also in 2020, the FCC officially designated Huawei and ZTE as
national security threats.* On the legislative front, the National Defense Authorization Act, which prohibited the use
of federal money to purchase telecommunications equipment and services from companies like Huawei, went into
effect and the Secure and Trusted Communications Network Act of 2019 (HR 4998), which prohibited the use of and
creating a reimbursement program from rip-and-replace of components by companies that pose a national security
threat, was signed into law.*®

While there had been some early debate over whether formally restricting Huawei and ZTE from the core of 5G
networks would be sufficient,*® this option was ultimately rejected due to concerns over edge computing in 5G
networks, which blurs distinctions between core and peripheral functionalities. In the words of Robert Strayer, Deputy
Assistant Secretary of State for Cyber and International Communications Policy at the U.S. State Department, “[t]here
is no way that we can effectively mitigate the risk to having an untrustworthy vendor in the edge of the network.”#

The U.S. has not been alone in this approach. As of August 2020, all five of the Five Eyes countries (members of a
long-standing intelligence-sharing alliance) — the U.S., the U.K., Canada, Australia, and New Zealand — had, for the
time being, excluded Huawei equipment from their 5G networks.*® In Belgium, home to both the North Atlantic Treaty
Organization (NATO) and the European Union (EU), Orange and Proximus elected to use Nordic network equipment
rather than Chinese equipment in their 5G rollouts given persisting security concerns.*® Taking restrictions a step
further, Denmark indicated that it “wants to be able to exclude 5G technology suppliers from providing critical infra-
structure in Denmark if they are not from countries considered security allies.”%°

Yet, this formal warnings and restrictions approach to addressing national security concerns has four persisting limita-
tions. First, it fails to address the broader set of risks stemming from non-Chinese vendors and cybersecurity chal-
lenges in favor of tackling Huawei and ZTE in particular. Second, while the U.S. has currently excluded Huawei and
ZTE from the development and deployment of 5G within the U.S., formal restrictions do not address a lack of alter
native American vendors in the market, particularly in regard to radio manufacturing. Third, Huawei and ZTE compo-
nents exist within prior generations of cellular networks. Replacing these components can be costly, especially for
rural vendors where the majority of these components are located within the U.S. In September of 2020, the FCC
estimated that it would cost small carriers as much as $1.8 billion to replace Huawei and ZTE across their existing
telecommunications networks.®' Formal restrictions, without corresponding financial incentives, do not address
these rip-and-replace costs. Fourth, and finally, while this approach clearly specifies which vendors are untrusted, it
does not adequately address what qualifies as a trusted vendor in this space other than using American or other allied
countries as political shorthand.
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b.2. Financial Incentives

The second strain of American policy has focused on leveraging financial incentives — positive and negative — to
exclude Chinese companies within the present and future U.S. telecommunications ecosystem. This approach has
the advantage of addressing some of the costs associated with excluding Huawei and ZTE, but, in practice, these
efforts remains limited in scope or are currently aspirational.

There are five financial initiatives of particular note that fall under this policy umbrella.

The first of these five initiatives was signed into law in 2020. As previously mentioned, the Secure and Trusted Commu-
nications Network Act of 2019 (HR 4998) prohibits the use of and creates a reimbursement program for the rip-and-re-
place of components by companies that pose a national security threat. But to qualify for the reimbursement program,
telecommunications providers must have fewer than two million customers.5? HR 4998 also prohibits the FCC from

“subsidizing the acquisition or maintenance of telecommunications equipment or services from untrusted suppliers.”5®
As such, HR 4998 directly built upon the FCC's 2019 Supply Chain Order, which had previously prohibited the use of

“Universal Service Fund (USF) subsidies by carriers to purchase or obtain equipment or services produced or provided
by a covered company” such as Huawei and ZTE.*

There are also three initiatives in progress that, if passed, would provide further financial incentives. First, the CHIPS For
America Act (HR 7178) would strengthen American semiconductor manufacturing, a core component of 5G networks

as well as other emerging technology.%® Notably, while the U.S. leads the world in chip design, most chips are manu-
factured outside the U.S.. Second, the 5G Fund for Rural America proposes to make up to $9 billion in USF support

available to carriers to aid in their deployment of advanced 5G mobile wireless services in rural America (including

up to $680 million for deployment onTribal lands).%® Third, the Utilizing Strategic Allied (USA) Telecommunications Act
put forth by six senators proposes that the U.S. government spend at least $1.25 billion “to invest in Western-based

alternatives to Chinese equipment providers Huawei and ZTE!"% Though all three of these initiatives are currently
propositions, taken together they illustrate a recognition that ‘just say no’ is not a viable 5G strategy given the exist-
ing vendor landscape and the broader geo-economic and market forces that led to the current ‘China Challenge’ now
dominating security conversations.

In conclusion, despite recognition that financial incentives and support will be necessary to address national security
concerns related to 5G networks, efforts in this space remain narrowly defined to Huawei and ZTE and/or remain
currently aspirational/in progress. Notably, while there have been some suggestions that the U.S. government needs
to invest in or incentivize American radio manufacturing, given the lack of American options in this portion of the stack,
this has not yet taken place.

5.3. Technology Standards

The most recent strand of 5G national security debates within the U.S. centers on technology standards, specifically,
open radio access networks (RAN). Open RAN has been heralded as the newest means through which the U.S. can
achieve a diverse, innovative, and secure 5G ecosystem.
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Since | have discussed the range of national security implications of Open RAN in a prior Wilson Center publication
in detail, | will only briefly address the potential national security solutions Open RAN offers and the potential pitfalls
here. "Open RAN and 5G: Looking Beyond the National Security Hype" offers readers a more in-depth discussion of
whether Open RAN can live up to the national security promise.%®

The “open” in Open RAN, a generic industry term for open radio access network (RAN) architecture, promises to
move 5G away from proprietary, vertically integrated networks dominated by a handful of vendors to a diversity of
hardware and software players across the 5G stack. Put simply, it would give operators the option to shop around and
then, in theory, plug and play. Inthe broadest sense, advocates of Open RAN claim that, when given the opportunity,
operators will avoid Chinese vendors when building and maintaining their 5G networks. As a consequence, Open
RAN has found itself as the latest geopolitical tool, heralded by the FCC's Chairman Ajit Pai and Secretary of State
Mike Pompeo alike, for removing untrusted vendors from 5G networks at home and abroad.

The potential benefits of Open RAN for the U.S. bG
ecosystem are largely fivefold: (1) lower component
prices due to market competition across the stack, (2)
improved cybersecurity by increasing the number of
eyes on each component and allowing operators to shop
around for components with higher standards of security
throughout the stack, (3) allowing the U.S. to play to its
industry strengths (software, the platform economy, and
an increasingly service-based economy), and (4) a diverse
set of vendors to replicate current incumbent end-to-
end solutions by the likes of Huawei. It also has one final,
particularly clever benefit. (5) It forces incumbent players
to spend resources on Open RAN when they have already

expended significant resources on the development and
Image source: of Shutterstock.com/ By kanvictory deployment of proprietary end-to-end solutions.

Yet, Open RAN is not the geopolitical silver bullet it is frequently portrayed to be in popular accountings. There are
three limitations of particular note related to the utility of Open RAN as a solution for national security concerns,
specifically untrusted vendors.

First, Huawei is not the only vendor whose relative advantage lies in providing proprietary, vertically integrated 5G
networks. Recall, both Ericsson and Nokia provide proprietary, vertically integrated 5G networks within the U.S.
market. Moreover, both Ericsson and Nokia are also two of the only other major players in the radio space alongside
Huawei. As a tool for addressing untrusted vendors, the impact of Open RAN will also be felt by these two Nordic
companies as well as Huawei. In short, Open RAN is more anti-establishment than it is anti-Chinese. This type of
market disruption may yield positive outcomes in the long term. But in the short term, we risk undermining the few
potentially trusted vendors we have for radios as well as the two vendors who are currently building nearly all the 5G
networks in the US market and employ about 24,000 people in North America.®
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Second, Open RAN is not currently as mature as the proprietary, vertically integrated network vendors it is meant to
muscle out. This raises three sets of concerns. First, integrated 5G vendors have a market advantage both in terms
of existing infrastructure deployment but also given the level of performance at scale that customers have grown to
expect from their telecommunications networks. In other words, Open RAN must still contend with more mature
incumbent players in the U.S. and global market. Second, given that operators in the U.S. are currently facing increas-
ing pressure to rip-and-replace untrusted vendors from within their stack, they also now face the dilemma of delaying,
hedging their bets on Open RAN, or selecting existing vendors with a proven track record. Third, while Open RAN
advocates argue that it will improve cybersecurity, it also introduces a series of new concerns. While there are secu-
rity advantages to open code (more eyes are better than less), there are also disadvantages (more eyes also means
more malicious eyes on code). Moreover, new is not better given that time aids in discovering latent vulnerabilities
in software and integrating a diversity of vendors, in practice, introduces potentially unanticipated failures and bugs
into an already complex system.

Third, in contrast to cloud platform providers (an inspiration behind Open RAN), market dynamics in telecommuni-
cations differ in fairly significant ways. In telecommunications, there are a limited number of service providers (3-5)
competing not over global ecosystems but within nationally bounded territories. In this market, to compensate for
costs that must be “amortized over a relatively narrow customer base,” service providers “are tightly-coupled to
vendors who build products — not platforms — with little incentive for ecosystem involvement.”®The elephant in the
Open RAN room is the degree to which service providers are genuinely willing to take on the costs of leveraging a
wide diversity of suppliers across a network, which is easier said than done and deeply costly to pull off in practice. To
solve this problem, system’s integrators could take on the costs of developing and testing a disaggregated stack to
ensure reliability and quality performance. Yet, a fundamental question remains; will the telecommunications market
support the cost of a fully disaggregated stack? The answer likely lies not at either extreme, but on a balance between
vendorintegrated and disaggregated networks where service providers incorporate a broader but still fairly limited
number of vendors for each section of the stack rather than the diverse and numerous vendors cloud platforms boast.

In conclusion, while Open RAN does offer important benefits for the development and deployment of 5G and pres-
ents some leverage for addressing national security concerns, it is no geopolitical silver bullet. The scale and scope
of its impact remains an open question. Moreover, while the FCC, CISA, and the State Department in particular have
been keen to publicly promote Open RAN, so far, the U.S. has been hesitant to officially champion, invest in, or aid
in its widespread adoption.

5.4. Persisting Shortcomings

The national level policy discourse in the U.S. has unduly focused its efforts on just one half of the national security land-
scape —risks shaped by the specific actors developing, deploying, and maintaining 5G in practice — leaving the second,
more foundational half — cybersecurity challenges with 5G networks — largely underdiscussed and underaddressed.

Perhaps this disparity in focus stems from the appeal of the geopolitical flavor of national security arguments centering
on China. Clearly, these so-called Chinese national champions feel more pressing given the larger geopolitical environ-
ment and competition with China the U.S. now finds itself in. The solutions feel more manageable and imaginable, at
least in the short term. The policy narrative: China is a threat and, therefore, we must remove Chinese vendors from
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our G networks and those of likeminded countries. Though, even here, efforts largely rest on ‘just say no” without
addressing the broader forces that led to the rise of Chinese telecommunications vendors such as Huawei and ZTE
and the absence of American end-to-end vendors.

In contrast, conversations over critical infrastructure protection more broadly feel more technical; bureaucratically
complex, and intractable with fewer easily imagined and deployed solution-sets in the short and long term. As a conse-
quence, many of the efforts here, such as cybersecurity efforts led by the U.S. Department of Commerce’s National
Institute of Standards and Technology (NIST),5" lack the national attention and political weight given to Huawei and ZTE.

Whatever the reason, the U.S. has neither adequately grappled with the broader realities of risk associated with 5G
networks nor developed, cohesive government and industry approaches for mitigating that risk in practice.

6. Concluding Thoughts and Policy Takeaways

With 5G, the U.S. faces a pressing national security challenge. However, the relevant question for policy is not where
the U.S. isin relation to China on some metaphorical racetrack. Instead, the relevant question is how the U.S. can put
itself in the best possible position to reap the current and future economic benefits of 5G while also addressing the
security concerns associated with this fifth generation of cellular networks.

To that end, there are four observations of particular relevance to the policy moment the U.S. now finds itself in.

First, security, in its simplest form, is a risk management problem. However, solving that problem first requires a
clear understanding of the risks. The national security implications of 5G are not limited to high-risk vendors in general
and/or Chinese companies in particular. Equally important are the security concerns that extend beyond any single
company’s role in the development, deployment, and maintenance of 5G networks. Therefore, the U.S. needs to
build out a more robust and comprehensive assessment of the country’s risk profile, one that is not dominated by a
focus on China and untrusted vendors.

Second, policy solutions must be as diverse as the problems they need to solve. The recent narrowing of focus to one
specific problem provides a distorted picture of the potential perils associated with this future critical infrastructure
and will not adequately address the broader category of risks the U.S. faces. This requires three recognitions. First,
in complex systems, there are no geostrategic silver bullets. No, not even the currently popular Open RAN. Second,
if we wish to see a diverse, innovative, and secure 5G ecosystem, the U.S. needs to widen the policy aperture and
give the broader set of concerns the same political weight and voice given to Huawei and ZTE. Third, even when
focused on Chinese vendors, solutions cannot afford to be primarily reactionary and tailored to specific companies.
This approach will not adequately address the root causes that have led to the 5G vendor market the U.S. now faces.

Third, in developing and implementing these solutions, the U.S. must move beyond “a dispersed coalition of common
concern” and build out “a coordinated, interagency” national security effort. 5G is the very definition of critical infra-
structure, representing a potentially catastrophic single point of failure and a one-stop shop for intelligence gathering.
It is also the foundation upon which economies will continue to generate value. The stakes are incredibly high and
the security concerns complex, yet U.S. lines of effort remain deeply siloed and underdeveloped. In the same vein,
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we can, and should, leverage alliances, trade agreements, and other forms of cooperation that have long been the
backbone of U.S. foreign policy. At both the national and international level, it is past time for common concern to be
replaced by sustained policy action.

Fourth, and finally, while much of the public discussion is tinged with a sense of immediacy, the full promise of bG
will not be realized in the short term. 5G is a work in progress and much remains unknown, both in terms of the poten
tial network permutations that will emerge and the universe of use-cases those foundations will one day support.

Yet, because the next-generation of telecommunications — its architectures and applications — is still nascent and
actively evolving, the present moment provides the U.S. with a unique window of opportunity. Here, the final few
lines of a 5G policy brief | wrote last year continue to capture the current moment: “[iln the race for 5G supremacy,
security is no less important than speed. As the U.S. wades into this policy space, they have an opportunity to design
policy in a manner that proactively addresses the wider, complex realities of risk rather than pursuing reactionary
policy out of sole concern for one multinational company. As this critical infrastructure of the future materializes, now
is the time to seize that opportunity.” If the U.S. waits too long, this window of opportunity will close.®?
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